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  	Max CVSS	7.5	Min CVSS	4.0	Total Count	2


  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2019-11540
          
        	
          7.5
        	
          
            In Pulse Secure Pulse Connect Secure version 9.0RX before 9.0R3.4 and 8.3RX before 8.3R7.1 and Pulse Policy Secure version 9.0RX before 9.0R3.2 and 5.4RX before 5.4R7.1, an unauthenticated, remote attacker can conduct a session hijacking attack.
          

        	
          27-02-2024 - 21:04
        	
          26-04-2019 - 02:29
        
	
          
            
          
        	
          CVE-2019-11508
          
        	
          6.5
        	
          
            In Pulse Secure Pulse Connect Secure (PCS) before 8.1R15.1, 8.2 before 8.2R12.1, 8.3 before 8.3R7.1, and 9.0 before 9.0R3.4, an authenticated attacker (via the admin web interface) can exploit Directory Traversal to execute arbitrary code on the appl
          

        	
          27-02-2024 - 21:04
        	
          08-05-2019 - 17:29
        
	
          
            
          
        	
          CVE-2019-11510
          
        	
          7.5
        	
          
            In Pulse Secure Pulse Connect Secure (PCS) 8.2 before 8.2R12.1, 8.3 before 8.3R7.1, and 9.0 before 9.0R3.4, an unauthenticated remote attacker can send a specially crafted URI to perform an arbitrary file reading vulnerability .
          

        	
          27-02-2024 - 21:04
        	
          08-05-2019 - 17:29
        
	
          
            
          
        	
          CVE-2019-11538
          
        	
          4.0
        	
          
            In Pulse Secure Pulse Connect Secure version 9.0RX before 9.0R3.4, 8.3RX before 8.3R7.1, 8.2RX before 8.2R12.1, and 8.1RX before 8.1R15.1, an NFS problem could allow an authenticated attacker to access the contents of arbitrary files on the affected 
          

        	
          27-02-2024 - 21:04
        	
          26-04-2019 - 02:29
        
	
          
            
          
        	
          CVE-2019-11542
          
        	
          6.5
        	
          
            In Pulse Secure Pulse Connect Secure version 9.0RX before 9.0R3.4, 8.3RX before 8.3R7.1, 8.2RX before 8.2R12.1, and 8.1RX before 8.1R15.1 and Pulse Policy Secure version 9.0RX before 9.0R3.2, 5.4RX before 5.4R7.1, 5.3RX before 5.3R12.1, 5.2RX before 
          

        	
          27-02-2024 - 21:04
        	
          26-04-2019 - 02:29
        
	
          
            
          
        	
          CVE-2019-11539
          
        	
          6.5
        	
          
            In Pulse Secure Pulse Connect Secure version 9.0RX before 9.0R3.4, 8.3RX before 8.3R7.1, 8.2RX before 8.2R12.1, and 8.1RX before 8.1R15.1 and Pulse Policy Secure version 9.0RX before 9.0R3.2, 5.4RX before 5.4R7.1, 5.3RX before 5.3R12.1, 5.2RX before 
          

        	
          27-02-2024 - 21:04
        	
          26-04-2019 - 02:29
        
	
          
            
          
        	
          CVE-2019-11507
          
        	
          4.3
        	
          
            In Pulse Secure Pulse Connect Secure (PCS) 8.3.x before 8.3R7.1 and 9.0.x before 9.0R3, an XSS issue has been found on the Application Launcher page.
          

        	
          27-02-2024 - 21:04
        	
          08-05-2019 - 17:29
        
	
          
            
          
        	
          CVE-2018-13379
          
        	
          5.0
        	
          
            An Improper Limitation of a Pathname to a Restricted Directory ("Path Traversal") in Fortinet FortiOS 6.0.0 to 6.0.4, 5.6.3 to 5.6.7 and 5.4.6 to 5.4.12 and FortiProxy 2.0.0, 1.2.0 to 1.2.8, 1.1.0 to 1.1.6, 1.0.0 to 1.0.7 under SSL VPN web portal all
          

        	
          03-06-2021 - 11:15
        	
          04-06-2019 - 21:29
        
	
          
            
          
        	
          CVE-2018-13382
          
        	
          5.0
        	
          
            An Improper Authorization vulnerability in Fortinet FortiOS 6.0.0 to 6.0.4, 5.6.0 to 5.6.8 and 5.4.1 to 5.4.10 and FortiProxy 2.0.0, 1.2.0 to 1.2.8, 1.1.0 to 1.1.6, 1.0.0 to 1.0.7 under SSL VPN web portal allows an unauthenticated attacker to modify 
          

        	
          03-06-2021 - 11:15
        	
          04-06-2019 - 21:29
        
	
          
            
          
        	
          CVE-2018-13383
          
        	
          4.3
        	
          
            A heap buffer overflow in Fortinet FortiOS 6.0.0 through 6.0.4, 5.6.0 through 5.6.10, 5.4.0 through 5.4.12, 5.2.14 and earlier and FortiProxy 2.0.0, 1.2.8 and earlier in the SSL VPN web portal may cause the SSL VPN web service termination for logged 
          

        	
          16-03-2021 - 15:48
        	
          29-05-2019 - 18:29
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