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  	Max CVSS	10.0	Min CVSS	7.8	Total Count	2


  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2012-5958
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable SDK for UPnP Devices (aka libupnp, formerly the Intel SDK for UPnP devices) before 1.6.18 allows remote attackers to execute arbi
          

        	
          28-11-2020 - 19:15
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2012-5960
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable SDK for UPnP Devices (aka libupnp, formerly the Intel SDK for UPnP devices) before 1.6.18 allows remote attackers to execute arbi
          

        	
          03-11-2017 - 01:29
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2012-5959
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable SDK for UPnP Devices (aka libupnp, formerly the Intel SDK for UPnP devices) before 1.6.18 allows remote attackers to execute arbi
          

        	
          03-11-2017 - 01:29
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2013-0230
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the ExecuteSoapAction function in the SOAPAction handler in the HTTP service in MiniUPnP MiniUPnPd 1.0 allows remote attackers to execute arbitrary code via a long quoted method.
          

        	
          08-12-2016 - 03:02
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2013-1462
          
        	
          7.8
        	
          
            Integer signedness error in the ExecuteSoapAction function in the SOAPAction handler in the HTTP service in MiniUPnP MiniUPnPd 1.0 allows remote attackers to cause a denial of service (incorrect memory copy) via a SOAPAction header that lacks a " (do
          

        	
          08-10-2015 - 14:48
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2013-1461
          
        	
          7.8
        	
          
            The ExecuteSoapAction function in the SOAPAction handler in the HTTP service in MiniUPnP MiniUPnPd 1.0 allows remote attackers to cause a denial of service (NULL pointer dereference and service crash) via a SOAPAction header that lacks a # (pound sig
          

        	
          08-10-2015 - 14:44
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2013-0229
          
        	
          7.8
        	
          
            The ProcessSSDPRequest function in minissdp.c in the SSDP handler in MiniUPnP MiniUPnPd before 1.4 allows remote attackers to cause a denial of service (service crash) via a crafted request that triggers a buffer over-read.
          

        	
          08-10-2015 - 14:34
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2012-5961
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable SDK for UPnP Devices (aka libupnp, formerly the Intel SDK for UPnP devices) 1.3.1 allows remote attackers to execute arbitrary co
          

        	
          02-09-2015 - 16:29
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2012-5965
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable SDK for UPnP Devices (aka libupnp, formerly the Intel SDK for UPnP devices) 1.3.1 allows remote attackers to execute arbitrary co
          

        	
          01-09-2015 - 17:08
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2012-5964
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable SDK for UPnP Devices (aka libupnp, formerly the Intel SDK for UPnP devices) 1.3.1 allows remote attackers to execute arbitrary co
          

        	
          01-09-2015 - 17:07
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2012-5963
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable SDK for UPnP Devices (aka libupnp, formerly the Intel SDK for UPnP devices) 1.3.1 allows remote attackers to execute arbitrary co
          

        	
          01-09-2015 - 17:06
        	
          31-01-2013 - 21:55
        
	
          
            
          
        	
          CVE-2012-5962
          
        	
          10.0
        	
          
            Stack-based buffer overflow in the unique_service_name function in ssdp/ssdp_server.c in the SSDP parser in the portable SDK for UPnP Devices (aka libupnp, formerly the Intel SDK for UPnP devices) 1.3.1 allows remote attackers to execute arbitrary co
          

        	
          01-09-2015 - 17:05
        	
          31-01-2013 - 21:55
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