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          CVE-2019-10639
          
        	
          5.0
        	
          
            The Linux kernel 4.x (starting from 4.1) and 5.x before 5.0.8 allows Information Exposure (partial kernel address disclosure), leading to a KASLR bypass. Specifically, it is possible to extract the KASLR kernel image offset using the IP ID values the
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          05-07-2019 - 23:15
        
	
          
            
          
        	
          CVE-2019-10638
          
        	
          4.3
        	
          
            In the Linux kernel before 5.1.7, a device can be tracked by an attacker using the IP ID values the kernel produces for connection-less protocols (e.g., UDP and ICMP). When such traffic is sent to multiple destination IP addresses, it is possible to 
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          CVE-2019-0688
          
        	
          5.0
        	
          
            An information disclosure vulnerability exists when the Windows TCP/IP stack improperly handles fragmented IP packets, aka 'Windows TCP/IP Information Disclosure Vulnerability'.
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