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  	Max CVSS	7.8	Min CVSS	5.0	Total Count	2


  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2005-3671
          
        	
          7.8
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation in Openswan 2 (openswan-2) before 2.4.4, and freeswan in SUSE LINUX 9.1 before 2.04_1.5.4-1.23, allow remote attackers to cause a denial of service via (1) a crafted packet using 3DES with an
          

        	
          29-07-2019 - 14:24
        	
          18-11-2005 - 21:03
        
	
          
            
          
        	
          CVE-2005-4321
          
        	
          7.8
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation in Apani Networks EpiForce 1.9 and earlier running IPSec, allow remote attackers to cause a denial of service (crash) via certain IKE packets, as demonstrated by the PROTOS ISAKMP Test Suite 
          

        	
          19-10-2018 - 15:40
        	
          17-12-2005 - 11:03
        
	
          
            
          
        	
          CVE-2005-3732
          
        	
          7.8
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation (isakmp_agg.c) in racoon in ipsec-tools before 0.6.3, when running in aggressive mode, allows remote attackers to cause a denial of service (null dereference and crash) via crafted IKE packet
          

        	
          19-10-2018 - 15:38
        	
          21-11-2005 - 22:03
        
	
          
            
          
        	
          CVE-2005-3670
          
        	
          7.8
        	
          
            Multiple unspecified vulnerabilities in the Internet Key Exchange version 1 (IKEv1) implementation in HP HP-UX B.11.00, B.11.11, and B.11.23 running IPSec, HP Jetdirect 635n IPv6/IPsec Print Server, and HP Tru64 UNIX 5.1B-3 and 5.1B-2/PK4, allow remo
          

        	
          11-10-2017 - 01:30
        	
          18-11-2005 - 21:03
        
	
          
            
          
        	
          CVE-2006-2298
          
        	
          5.0
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation in the libike library in Solaris 9 and 10 allows remote attackers to cause a denial of service (in.iked daemon crash) via crafted IKE packets, as demonstrated by the PROTOS ISAKMP Test Suite 
          

        	
          20-07-2017 - 01:31
        	
          10-05-2006 - 10:02
        
	
          
            
          
        	
          CVE-2005-3733
          
        	
          7.5
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation in Juniper JUNOS and JUNOSe software for M, T, and J-series routers before release 6.4, and E-series routers before 7-1-0, allows remote attackers to cause a denial of service and possibly ex
          

        	
          08-03-2011 - 02:27
        	
          21-11-2005 - 23:03
        
	
          
            
          
        	
          CVE-2005-3673
          
        	
          7.8
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation in Check Point products allows remote attackers to cause a denial of service via certain crafted IKE packets, as demonstrated by the PROTOS ISAKMP Test Suite for IKEv1.  NOTE: due to the lack
          

        	
          08-03-2011 - 02:26
        	
          18-11-2005 - 21:03
        
	
          
            
          
        	
          CVE-2005-3672
          
        	
          5.0
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation in Stonesoft StoneGate Firewall before 2.6.1 allows remote attackers to cause a denial of service via certain crafted IKE packets, as demonstrated by the PROTOS ISAKMP Test Suite for IKEv1.  
          

        	
          08-03-2011 - 02:26
        	
          18-11-2005 - 21:03
        
	
          
            
          
        	
          CVE-2005-3674
          
        	
          7.8
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation in the libike library in Sun Solaris 9 and 10 allows remote attackers to cause a denial of service (in.iked crash) via certain crafted IKE packets, as demonstrated by the PROTOS ISAKMP Test S
          

        	
          08-03-2011 - 02:26
        	
          18-11-2005 - 21:03
        
	
          
            
          
        	
          CVE-2006-1646
          
        	
          5.0
        	
          
            The Internet Key Exchange version 1 (IKEv1) implementation (isakmp_agg.c) in the Shoichi Sakane KAME Project racoon, as used by NetBSD 1.6, 2.x before 20060119, certain FreeBSD releases, and possibly other distributions of BSD or Linux operating syst
          

        	
          05-09-2008 - 21:02
        	
          06-04-2006 - 10:04
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