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          CVE-2015-0377
          
        	
          4.4
        	
          
            Unspecified vulnerability in the Oracle VM VirtualBox component in Oracle Virtualization VirtualBox prior to 3.2.26, 4.0.28, 4.1.36, and 4.2.28 allows local users to affect availability via unknown vectors related to Core, a different vulnerability t
          

        	
          30-10-2018 - 16:27
        	
          21-01-2015 - 18:59
        
	
          
            
          
        	
          CVE-2014-7188
          
        	
          8.3
        	
          
            The hvm_msr_read_intercept function in arch/x86/hvm/hvm.c in Xen 4.1 through 4.4.x uses an improper MSR range for x2APIC emulation, which allows local HVM guests to cause a denial of service (host crash) or read data from the hypervisor or other gues
          

        	
          30-10-2018 - 16:26
        	
          02-10-2014 - 14:55
        
	
          
            
          
        	
          CVE-2016-7154
          
        	
          7.2
        	
          
            Use-after-free vulnerability in the FIFO event channel code in Xen 4.4.x allows local guest OS administrators to cause a denial of service (host crash) and possibly execute arbitrary code or obtain sensitive information via an invalid guest frame num
          

        	
          10-04-2017 - 01:59
        	
          21-09-2016 - 14:25
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