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  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2006-6908
          
        	
          10.0
        	
          
            Buffer overflow in the Bluetooth Stack COM Server in the Widcomm Bluetooth stack, as packaged as Widcomm Stack 3.x and earlier on Windows, Widcomm BTStackServer 1.4.2.10 and 1.3.2.7 on Windows, Widcomm Bluetooth Communication Software 1.4.1.03 on Win
          

        	
          15-12-2023 - 19:06
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6895
          
        	
          2.9
        	
          
            The Bluetooth stack in the Sony Ericsson T60 does not properly implement "Limited discoverable" mode, which allows remote attackers to obtain unauthorized inquiry responses.
          

        	
          17-10-2018 - 21:49
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6896
          
        	
          5.4
        	
          
            The Bluetooth stack in the Plantronic Headset does not properly implement Non-pairable mode, which allows remote attackers to conduct unauthorized pair-up operations.
          

        	
          17-10-2018 - 21:49
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6897
          
        	
          5.4
        	
          
            Directory traversal vulnerability in Widcomm Bluetooth for Windows (BTW) 3.0.1.905 allows remote attackers to conduct unauthorized file operations via a .. (dot dot) in an unspecified parameter.
          

        	
          17-10-2018 - 21:49
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6906
          
        	
          7.2
        	
          
            Unspecified vulnerability in the Bluetooth stack on Mac OS 10.4.7 and earlier has unknown impact and local attack vectors, related to "Mach Exception Handling", a different issue than CVE-2006-6900.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6898
          
        	
          7.8
        	
          
            Widcomm Bluetooth for Windows (BTW) before 4.0.1.1500 allows remote attackers to listen to and record conversations, aka the CarWhisperer attack.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6901
          
        	
          10.0
        	
          
            Unspecified vulnerability in the Bluetooth stack in Microsoft Windows allows remote attackers to gain administrative access (aka Remote Root) via unspecified vectors.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6904
          
        	
          7.9
        	
          
            Unspecified vulnerability in the Broadcom Bluetooth stack allows remote attackers to gain administrative access (aka Remote Root) via unspecified vectors.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6900
          
        	
          10.0
        	
          
            Unspecified vulnerability in the Bluetooth stack in Apple Mac OS 10.4 has unknown impact and attack vectors, related to an "implementation bug."
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6899
          
        	
          5.4
        	
          
            hidd in BlueZ (bluez-utils) before 2.25 allows remote attackers to obtain control of the (1) Mouse and (2) Keyboard Human Interface Device (HID) via a certain configuration of two HID (PSM) endpoints, operating as a server, aka HidAttack.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6902
          
        	
          10.0
        	
          
            Unspecified vulnerability in the Bluetooth stack in Microsoft Windows Mobile Pocket PC edition allows remote attackers to gain administrative access (aka Remote Root) via unspecified vectors.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6903
          
        	
          10.0
        	
          
            Unspecified vulnerability in the Toshiba Bluetooth stack allows remote attackers to gain administrative access (aka Remote Root) via unspecified vectors.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6905
          
        	
          10.0
        	
          
            Unspecified vulnerability in the Widcomm Bluetooth stack allows remote attackers to gain administrative access (aka Remote Root) via unspecified vectors.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
        
	
          
            
          
        	
          CVE-2006-6907
          
        	
          10.0
        	
          
            Unspecified vulnerability in the Bluesoil Bluetooth stack has unknown impact and attack vectors.
          

        	
          16-10-2018 - 16:29
        	
          31-12-2006 - 05:00
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