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  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2007-5276
          
        	
          4.3
        	
          
            Opera 9 drops DNS pins based on failed connections to irrelevant TCP ports, which makes it easier for remote attackers to conduct DNS rebinding attacks, as demonstrated by a port 81 URL in an IMG SRC, when the DNS pin had been established for a sessi
          

        	
          01-03-2022 - 14:56
        	
          08-10-2007 - 23:17
        
	
          
            
          
        	
          CVE-2007-5277
          
        	
          4.3
        	
          
            Microsoft Internet Explorer 6 drops DNS pins based on failed connections to irrelevant TCP ports, which makes it easier for remote attackers to conduct DNS rebinding attacks, as demonstrated by a port 81 URL in an IMG SRC, when the DNS pin had been e
          

        	
          13-12-2021 - 19:03
        	
          08-10-2007 - 23:17
        
	
          
            
          
        	
          CVE-2007-5274
          
        	
          2.6
        	
          
            Sun Java Runtime Environment (JRE) in JDK and JRE 6 Update 2 and earlier, JDK and JRE 5.0 Update 12 and earlier, SDK and JRE 1.4.2_15 and earlier, and SDK and JRE 1.3.1_20 and earlier, when Firefox or Opera is used, allows remote attackers to violate
          

        	
          30-10-2018 - 16:26
        	
          08-10-2007 - 23:17
        
	
          
            
          
        	
          CVE-2007-5273
          
        	
          2.6
        	
          
            Sun Java Runtime Environment (JRE) in JDK and JRE 6 Update 2 and earlier, JDK and JRE 5.0 Update 12 and earlier, SDK and JRE 1.4.2_15 and earlier, and SDK and JRE 1.3.1_20 and earlier, when an HTTP proxy server is used, allows remote attackers to vio
          

        	
          30-10-2018 - 16:26
        	
          08-10-2007 - 23:17
        
	
          
            
          
        	
          CVE-2007-5275
          
        	
          5.0
        	
          
            The Adobe Macromedia Flash 9 plug-in allows remote attackers to cause a victim machine to establish TCP sessions with arbitrary hosts via a Flash (SWF) movie, related to lack of pinning of a hostname to a single IP address after receiving an allow-ac
          

        	
          29-09-2017 - 01:29
        	
          08-10-2007 - 23:17
        
	
          
            
          
        	
          CVE-2007-5375
          
        	
          2.6
        	
          
            Interpretation conflict in the Sun Java Virtual Machine (JVM) allows user-assisted remote attackers to conduct a multi-pin DNS rebinding attack and execute arbitrary JavaScript in an intranet context, when an intranet web server has an HTML document 
          

        	
          15-11-2008 - 07:00
        	
          11-10-2007 - 10:17
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