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  	Max CVSS	5.4	Min CVSS	1.9	Total Count	2


  		ID	CVSS	Summary	Last (major) update	Published
	
          
            
          
        	
          CVE-2017-5753
          
        	
          4.7
        	
          
            Systems with microprocessors utilizing speculative execution and branch prediction may allow unauthorized disclosure of information to an attacker with local user access via a side-channel analysis.
          

        	
          23-11-2021 - 22:14
        	
          04-01-2018 - 13:29
        
	
          
            
          
        	
          CVE-2017-5754
          
        	
          4.7
        	
          
            Systems with microprocessors utilizing speculative execution and indirect branch prediction may allow unauthorized disclosure of information to an attacker with local user access via a side-channel analysis of the data cache.
          

        	
          19-11-2021 - 18:15
        	
          04-01-2018 - 13:29
        
	
          
            
          
        	
          CVE-2017-5715
          
        	
          1.9
        	
          
            Systems with microprocessors utilizing speculative execution and indirect branch prediction may allow unauthorized disclosure of information to an attacker with local user access via a side-channel analysis.
          

        	
          16-08-2021 - 09:15
        	
          04-01-2018 - 13:29
        
	
          
            
          
        	
          CVE-2018-3639
          
        	
          2.1
        	
          
            Systems with microprocessors utilizing speculative execution and speculative execution of memory reads before the addresses of all prior memory writes are known may allow unauthorized disclosure of information to an attacker with local user access vi
          

        	
          13-08-2021 - 15:26
        	
          22-05-2018 - 12:29
        
	
          
            
          
        	
          CVE-2018-3640
          
        	
          4.7
        	
          
            Systems with microprocessors utilizing speculative execution and that perform speculative reads of system registers may allow unauthorized disclosure of system parameters to an attacker with local user access via a side-channel analysis, aka Rogue Sy
          

        	
          24-08-2020 - 17:37
        	
          22-05-2018 - 12:29
        
	
          
            
          
        	
          CVE-2018-3615
          
        	
          5.4
        	
          
            Systems with microprocessors utilizing speculative execution and Intel software guard extensions (Intel SGX) may allow unauthorized disclosure of information residing in the L1 data cache from an enclave to an attacker with local user access via a si
          

        	
          24-08-2020 - 17:37
        	
          14-08-2018 - 19:29
        
	
          
            
          
        	
          CVE-2018-3646
          
        	
          4.7
        	
          
            Systems with microprocessors utilizing speculative execution and address translations may allow unauthorized disclosure of information residing in the L1 data cache to an attacker with local user access with guest OS privilege via a terminal page fau
          

        	
          24-08-2020 - 17:37
        	
          14-08-2018 - 19:29
        
	
          
            
          
        	
          CVE-2018-3620
          
        	
          4.7
        	
          
            Systems with microprocessors utilizing speculative execution and address translations may allow unauthorized disclosure of information residing in the L1 data cache to an attacker with local user access via a terminal page fault and a side-channel an
          

        	
          24-08-2020 - 17:37
        	
          14-08-2018 - 19:29
        
	
          
            
          
        	
          CVE-2019-11091
          
        	
          4.7
        	
          
            Microarchitectural Data Sampling Uncacheable Memory (MDSUM): Uncacheable memory on some microprocessors utilizing speculative execution may allow an authenticated user to potentially enable information disclosure via a side channel with local access.
          

        	
          24-08-2020 - 17:37
        	
          30-05-2019 - 16:29
        
	
          
            
          
        	
          CVE-2018-12130
          
        	
          4.7
        	
          
            Microarchitectural Fill Buffer Data Sampling (MFBDS): Fill buffers on some microprocessors utilizing speculative execution may allow an authenticated user to potentially enable information disclosure via a side channel with local access. A list of im
          

        	
          11-06-2019 - 16:29
        	
          30-05-2019 - 16:29
        
	
          
            
          
        	
          CVE-2018-12127
          
        	
          4.7
        	
          
            Microarchitectural Load Port Data Sampling (MLPDS): Load ports on some microprocessors utilizing speculative execution may allow an authenticated user to potentially enable information disclosure via a side channel with local access. A list of impact
          

        	
          11-06-2019 - 16:29
        	
          30-05-2019 - 16:29
        
	
          
            
          
        	
          CVE-2018-12126
          
        	
          4.7
        	
          
            Microarchitectural Store Buffer Data Sampling (MSBDS): Store buffers on some microprocessors utilizing speculative execution may allow an authenticated user to potentially enable information disclosure via a side channel with local access. A list of 
          

        	
          11-06-2019 - 16:29
        	
          30-05-2019 - 16:29
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