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          CVE-2019-3822
          
        	
          7.5
        	
          
            libcurl versions from 7.36.0 to before 7.64.0 are vulnerable to a stack-based buffer overflow. The function creating an outgoing NTLM type-3 header (`lib/vauth/ntlm.c:Curl_auth_create_ntlm_type3_message()`), generates the request HTTP header contents
          

        	
          15-06-2021 - 16:45
        	
          06-02-2019 - 20:29
        
	
          
            
          
        	
          CVE-2018-16890
          
        	
          5.0
        	
          
            libcurl versions from 7.36.0 to before 7.64.0 is vulnerable to a heap buffer out-of-bounds read. The function handling incoming NTLM type-2 messages (`lib/vauth/ntlm.c:ntlm_decode_type2_target`) does not validate incoming data correctly and is subjec
          

        	
          18-09-2020 - 16:33
        	
          06-02-2019 - 20:29
        
	
          
            
          
        	
          CVE-2018-14618
          
        	
          10.0
        	
          
            curl before version 7.61.1 is vulnerable to a buffer overrun in the NTLM authentication code. The internal function Curl_ntlm_core_mk_nt_hash multiplies the length of the password by two (SUM) to figure out how large temporary storage area to allocat
          

        	
          22-04-2019 - 17:48
        	
          05-09-2018 - 19:29
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