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          CVE-2005-2307
          
        	
          5.0
        	
          
            netman.dll in Microsoft Windows Connections Manager Library allows local users to cause a denial of service (Network Connections Service crash) via a large integer argument to a particular function, aka "Network Connection Manager Vulnerability."
          

        	
          30-04-2019 - 14:27
        	
          19-07-2005 - 04:00
        
	
          
            
          
        	
          CVE-2005-2118
          
        	
          5.1
        	
          
            Windows Shell for Microsoft Windows 2000 SP4, XP SP1 and SP2, and Server 2003 allows remote user-assisted attackers to execute arbitrary commands via a crafted shortcut (.lnk) file with long font properties that lead to a buffer overflow when the use
          

        	
          30-04-2019 - 14:27
        	
          21-10-2005 - 18:02
        
	
          
            
          
        	
          CVE-2005-2122
          
        	
          10.0
        	
          
            Windows Shell for Microsoft Windows 2000 SP4, XP SP1 and SP2, and Server 2003 allows remote attackers to execute arbitrary commands via a shortcut (.lnk) file with long font properties that lead to a buffer overflow in the Client/Server Runtime Serve
          

        	
          30-04-2019 - 14:27
        	
          21-10-2005 - 18:02
        
	
          
            
          
        	
          CVE-2005-2127
          
        	
          7.5
        	
          
            Microsoft Internet Explorer 5.01, 5.5, and 6 allows remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code via a web page with embedded CLSIDs that reference certain COM objects that are not intended for
          

        	
          19-10-2018 - 15:32
        	
          19-08-2005 - 04:00
        
	
          
            
          
        	
          CVE-2005-2126
          
        	
          2.6
        	
          
            The FTP client in Windows XP SP1 and Server 2003, and Internet Explorer 6 SP1 on Windows 2000 SP4, when "Enable Folder View for FTP Sites" is enabled and the user manually initiates a file transfer, allows user-assisted, remote FTP servers to overwri
          

        	
          12-10-2018 - 21:37
        	
          21-10-2005 - 18:02
        
	
          
            
          
        	
          CVE-2005-2119
          
        	
          5.0
        	
          
            The MIDL_user_allocate function in the Microsoft Distributed Transaction Coordinator (MSDTC) proxy (MSDTCPRX.DLL) allocates a 4K page of memory regardless of the required size, which allows attackers to overwrite arbitrary memory locations using an i
          

        	
          12-10-2018 - 21:37
        	
          12-10-2005 - 13:04
        
	
          
            
          
        	
          CVE-2005-2117
          
        	
          5.1
        	
          
            Web View in Windows Explorer on Microsoft Windows 2000 SP4, XP SP1 and SP2, and Server 2003 does not properly handle certain HTML characters in preview fields, which allows remote user-assisted attackers to execute arbitrary code.
          

        	
          12-10-2018 - 21:37
        	
          21-10-2005 - 18:02
        
	
          
            
          
        	
          CVE-2005-2128
          
        	
          5.0
        	
          
            QUARTZ.DLL in Microsoft Windows Media Player 9 allows remote attackers to write a null byte to arbitrary memory via an AVI file with a crafted strn element with a modified length value.
          

        	
          12-10-2018 - 21:37
        	
          12-10-2005 - 13:04
        
	
          
            
          
        	
          CVE-2005-2120
          
        	
          6.5
        	
          
            Stack-based buffer overflow in the Plug and Play (PnP) service (UMPNPMGR.DLL) in Microsoft Windows 2000 SP4, and XP SP1 and SP2, allows remote or local authenticated attackers to execute arbitrary code via a large number of "\" (backslash) characters
          

        	
          12-10-2018 - 21:37
        	
          13-10-2005 - 10:02
        
	
          
            
          
        	
          CVE-2005-1979
          
        	
          5.0
        	
          
            Distributed Transaction Controller in Microsoft Windows allows remote servers to cause a denial of service (MSDTC service exception and exit) via an "unexpected protocol command during the reconnection request," which is not properly handled by the T
          

        	
          12-10-2018 - 21:36
        	
          12-10-2005 - 13:04
        
	
          
            
          
        	
          CVE-2005-1980
          
        	
          5.0
        	
          
            Distributed Transaction Controller in Microsoft Windows allows remote servers to cause a denial of service (MSDTC service hang) via a crafted Transaction Internet Protocol (TIP) message that causes DTC to repeatedly connect to a target IP and port nu
          

        	
          12-10-2018 - 21:36
        	
          12-10-2005 - 13:04
        
	
          
            
          
        	
          CVE-2005-1978
          
        	
          7.5
        	
          
            COM+ in Microsoft Windows does not properly "create and use memory structures," which allows local users or remote attackers to execute arbitrary code.
          

        	
          12-10-2018 - 21:36
        	
          12-10-2005 - 13:04
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